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Training Objectives

« Upon completion of this lesson, you will be able to:

Describe the purpose of the LMS

Assist students with registration

Assist students with accessing courses
Describe the purpose of course examinations

Describe the LMS functionality that is used by a Training
Administrator

Perform Training Administration tasks



Administration

« Target Audience:

— Individuals who have been assigned Training Administrator
responsibilities



Introduction to the LMS



Intro to LMS
Objectives

« Upon completion of this module, you should be able to:
— Describe the purpose of the LMS
— ldentify the type of content available on the LMS
— Describe the LMS student population
— Describe LMS roles and responsibilities

— ldentify best practices in using the LMS



Intro to LMS

Why HIPAA Training?

+ 164.530 (HIPAA Rule)

— “A covered entity must train all members of its workforce on the
policies and procedures with respect to protected health
information...”

« DoD 6025.18-R, C-14.2 (Privacy Regulation)

— “Contracted healthcare providers and other contracted
personnel...shall be included in the training...”



Intro to LMS

What is an LMS?

The TMA Privacy Officer deployed the Learning Management
System (LMS) as a tool to manage HIPAA training

The initial use of the LMS was HIPAA Privacy training

Use has been expanded to include HIPAA Security training



Intro to LMS

Why use the LMS?

LMS is web-based and easily accessible

Course content includes HIPAA Privacy and Security training
approved by the TMA Privacy Office

Courses are assigned and specific to job function

Training is documented

— 164.530 (HIPAA rule) “A covered entity must document that the
training ...has been provided”

Customized reports can be generated for monthly status
updates

Covered entities are able to manage their student populations
and reflect this in monthly reports

— Determine which students are delinquent and for how long

— Designate deployed students as such



Intro to LMS

LMS Details

 The LMS is a web based tool
— Server is maintained by TMA
— Software vendor is Plateau
— Course content is provided by Quick Compliance

— Additional content is added as it is created by the HIPAA support
staff
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Intro to LMS

LMS Terminology

Domain
— A segment of the student population within the LMS
— Selected during student registration
— Provides a way to filter reports

Component
— An element of learning formally managed by the LMS
* i.e., courses and exams

Qualification
— A group of components that are related to a given job position, skill, or
specialty
Completion Status

— Complete: All components within the qualification have been successfully
completed

— Incomplete: One or more component within the qualification has not been
successfully completed
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Intro to LMS

Content Available on the LMS

Courses
— Privacy
* Required and optional privacy courses
— Security

» Security 101
» Optional courses will be posted at a later date

— Note: The content provided in the LMS does NOT address HIPAA
Implementation at your local level. Additional training is required to
address your local policies and procedures.

Software Manuals

— Manuals for the LMS, HIPAA BASICS™ and the PHIMT
— Other training materials

— Materials used in WebEXx training sessions

— Training related materials as appropriate
12



Intro to LMS
Required and Optional Courses

For each qualification, certain courses are required and other
courses are assigned as optional

— Courses appear in the student’s Development Plan

Required Courses

— Must be completed for a student to receive credit for the
qualification

Optional Courses
— Do not have to be completed
— Are not part of qualifications
Courses are accessible through the Course Catalog
— Students can take any course that appears in the Catalog
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Intro to LMS

Job Positions within the LMS

 Job Position

— Used to assign qualifications
— Assigned courses appear in a student’s Development Plan

Senior Executive Staff

Administrative Support

Provider

Information Management/Technology

Ancillary Clinic

Medical Records/Patient Admin

Nursing

Facility Support Services

Business/Finance

Volunteers*

* New contractors should register under their appropriate job

function. Existing contractors should change their job position to
one which reflects their current duties.
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Intro to LMS

LMS User Population

Current student population 166,637 students distributed
across 10 job positions

— 17,522: Admin Support

— 32,717: Ancillary Clinical

— 3,491: Business/Finance

— 15,104: Facility Support Services

—  7,005: IM/IT

— 13,836: Medical Records/Patient Admin
— 44 .597: Nursing

— 22,628: Provider

— 3,192: Senior Executive Staff

— 6,545: Volunteers



Intro to LMS

LMS Responsibilities

TMA Privacy Office

— Provides access to training materials for HIPAA Privacy and
Security on the LMS

Service Representatives

— Communicate with Privacy Officer

— Forward Training Administrator account requests to Support
Center

HIPAA Support Center

— Establishes Training Administrator accounts
— Assists with requests for help with the LMS
Privacy Officer

— Communicates with Training Administrators
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Intro to LMS

LMS Roles and Responsibilities

Training Administrators
— Maintain student accounts

— Perform LMS student population management

Students
— Primary users of the LMS
— Complete HIPAA training

— Maintain student profile
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Intro to LMS
Training Administrator Responsibilities

Coordinate HIPAA Training with the Privacy/Security Officer(s)
Implement HIPAA Training at the MTF level

LMS administration

Track completion progress

Communicate with MTF personnel

Communicate with Service Representatives through the
appropriate chain of command
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Intro to LMS
Training Administrator Responsibilities

|t should be communicated to all employees at your facility that
HIPAA training is:

— Mandated by federal law and required within 30 days of
reporting for any and all individuals working in a covered entity

— A job responsibility

— Required by the compliance dates (Privacy- April 14, 2003,
Security- April 21, 2005) or following the hire of new employees

* Following initial HIPAA training, annual refresher training is
required and must be completed within 30 days of the
assignment of the Refresher requirement
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Intro to LMS
Training Admin Best Practices

Mandate a stop at the HIPAA Compliance (or Facility Staff
Education) Office during in and out-processing

— Have specific requirement on check in/check out sheet

Establish a training room with computers configured with the
necessary system requirements for the LMS

— Have LMS expert available for in-room assistance

Instruct students to maintain personal Training Record
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Intro to LMS

Training Admin Checklist

v' Reconcile duplicates

v" Run monthly report with student details to determine
delinquencies

v Mark transferred students “inactive”

v Mitigate the LMS registered employees against your MTF
personnel roster to determine who has not registered and
taken the training

v' Verify that students are correctly marked as deployed

v' Verify that all new employees have correctly self-registered
in the LMS
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Intro to LMS
Commonly Reported Issues (1012

« My Student ID and Password aren’t working

— Instruct the student not to copy and paste their Student ID or Password.
This may result in the addition of extra spaces, making the login
information unrecognizable. Advise the student to always type their
Student ID and Password directly in to the appropriate textboxes.

 When | launch a course, | get the error “SCORM API Adaptor
Not Found”

— Instruct the student to click the “Browser Check” button in the upper right
corner of their screen. This will review their browser and ensure that it
meets the minimum requirements to successfully access course materials.
It is probable that they are missing a system requirement for properly
loading LMS courses on their computer. Instruct the student to contact
their local IT department and have them install the missing component

(most probably Microsoft/Java Virtual Machine) on the computer.

— Student Access | Home || Browser Check Help || Logout

Logged in as: Luhring, Tiffany
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Intro to LMS
Commonly Reported Issues (2012

 When | launch a course, the page gets stuck on “Searching for
SCORM API Adaptor”

— Instruct the student to check the web address of their browser. The URL
should read https://hipaatraining.tricare.osd.mil. If “www” is included in
the URL, the course will not be able to load properly. Instruct the student
to delete the “www” from the URL and press “enter” to reload the page

 When | try to print a certificate | get an error that says “Internet
Explorer cannot download launchReportGenerator.do”

— Instruct the student complete the following steps:

Select Tools from the top of the Internet Explorer window

Select Internet Options

Select the Advanced Tab

Scroll down until you see HTTP 1.1 Settings

Check the box that says "Use HTTP 1.1 through proxy connections”
Select Apply

Select OK

Print your certificate 23
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Intro to LMS
Summary

You should now be able to:

Describe the purpose of the LMS
|dentify the type of content available on the LMS
Describe the LMS student population

Describe Training Administrator LMS role and responsibilities
|dentify best practices in using the LMS

24



LMS Student Functionality



LMS Student Functionality
Objectives

Upon completion of this lesson, you should be able to:

Describe the basic functions of the LMS used by students

|ldentify the steps required for student access to courses within
the LMS

Describe the function of the survey and the exam

Describe how to provide printed course completion documents
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LMS Student Functionality

LMS Student Functions

Login
— New Students
— Existing Students
View Development Plan
Complete a course
Complete an exam
View Learning History
Print certificates and qualification reports
Update student profile
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LMS Student Functionality

Accessing the LMS

 https://hipaatraining.tricare.osd.mil

« Students should self-register

— Training Administrators can create student accounts if the student
does not have access to a computer

— Students should NOT re-register under any circumstance

— Training Administrators should provide users with the Domain ID
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LMS Student Functionality

Accessing the LMS (1013

New students must self register to access the LMS

Existing students just log in

Please emphasize to student population:
— DO NOT SELF REGISTER MORE THAN ONCE

Students | Simple Search | Advanced Search | Add New | Help |
= Search

=earch
Student 1D Hame
34E523 Browen, Gail & View | Edit | Delete | Copy
b= Brown, Gail & Wiew | Edit | Delete | Copy
b Brown, Gail & Wiew | Edit | Delete | Copy
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LMS Student Functionality

LMS URL

https://hipaatraining.tricare.osd.mil

a Plateau Student Access - Microsoft Internet Explorer

File Edit View Favorites Tools Help

Address

@Eadc Q D @ :j| . Search w Favorites (gl Media @| ”

. Go ||Jr1|{5 =
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LMS Student Functionality

Accessing the LMS

Click the clicking here hyperlink

\___,\/:% HIPAA TRAINING u
SN : Notice and Terms of Use

TRI CAR

MOTICE AND COMNSENT LOGON BAMMER
THIS 15 A DEPARTMENT OF DEFEMNSE COMPLUTER SYSTEM

This computer system, including all related equipment, netwarks, and netwark devices (specifically in
Internet access), is pravided only for authorized 1S, Government use. DOD computer systems may
manitared for all lawful purposes, including to ensure that their use is authorized, for management of t
to facilitate protection against unauthorized access, and to verify secunty procedures, surdvahility, ar
operational security. Monitoring includes active attacks by authorized DOD entities to test or verify th
of this system. During monitaring, infarmation may be examined, recorded, copied, and used far auth
pUFpOSEs.

All inforrmation, including personal information, placed or sent over this system may be monitored,

Llze of this DOD computer system, authorized or unauthorized, constitutes consent to monitoring of t
Unautharized use may subject you to criminal prosecution. Evidence of unauthorized use collected di
manitaring may be used for administrative, criminal, or other adverse action. Use of this system cons
consent to monitaring for these purposes.

By clicking here, you agree to abide by the above stated rules.




LMS Student Functionality
New Student: Self Registration (1.2

1. Click the self-registration hyperlink

Address I@ https: ffhipaatraining. tricare. osd .mil /zlms fpws login. jsp

|4

Student Access | Browser Check Help

Student Login SYSTEM REQUIREMENT 5 FOR USING THE LM S

Student ID: ||
= Windows 2000
Password: I » Windows XP
s Mac OS X

Operating System (Client)

Browsers

=+ Microsoft E 5.5 SP2, 6.0 (Windows)
# Netzcape Navigator 6.2 (Windows, Mac 05 X}

Click the "Browser Check” button in the upper right to determine if your
computer meets the minimum requirements for vou to successfully
access the online course materials.

NEW USERS

MNew users will be required to complete the self-registration process to
obtain a Student ID and Passwaord. Please follow the instructions
provided by your Privacy Officer to complete the registration process

Mote: If you attempt to re-register you will not receive credit for
previpuzly completed courzez

CLICK here to begin self-registration

ve questions concerning registration, please contact your
acy Officer or the HIPAA Support Center hipaasupperti@tma. oed. mil

STUDENT LOGIN

To Log In




LMS Student Functionality
New Student: Self Registration o2

Enter and confirm
password

Enter student name

Select domain and
job position

Enter email address
(must end in .mil)

Enter commercial
phone number

Click Submit

Student Access | Browser Check Help

Student Registration Form

Student ID:

 Password:

‘ Re-Enter Password:
‘First Name:

‘Last Name:

Middle Initial:

‘Email:

* Domairn:

* Job Position:

Commercial Phone:

Note: Pleaze remember your system-generated Student ID as it will be used everytime you log in. Figlds marked with
an * are required and the password must be at least & characters long and contain characters from all five of the
following clazses:

1. English uppercase and lowercase letters

2. Arabic numerals (0,1,2,..5)

3. Mon alphanumeric special characters (1@ # -

4. Cannot contain Student ID or Full Hame

=

Single Characters cannot be repeated more than twice in a row.

509308

—

Iamanda.dunlap@tma.mil

4] |uuuu1
Nurzing ;I

Administrative Suppert Services
Ancillary Clinical

Businesz / Finance Office

Facility Support Services

Infermatien Management

Wedical Records/Patient Administration
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LMS Student Functionality

Student Login: Existing Student

1.

2. Click Submit

Enter Student ID and Password

Address Iﬂ:l https: {fhipaatraining. tricare. osd.mil felms jpws login.jsp

Student Login

) o

Student 1D IE-64525
Password: I-----------l

Student Access | Browser Check Help

SYSTEM REQUIREMENT S FOR USING THE LMS

Operating System (Client)

& Windows 2000
o Windows XP
o Mac 05X

Browsers

o Micresoft IE 5.5 SP2, 6.0 (Windows)
& MNetzcape Navigator 6.2 (Windows, Mac 0S X)

Click the "Browser Check” butten in the upper right to determing if your
computer meets the minimum reguirements for you to successfully
access the online course materialz.

NEWV USERS

News uzerz will be reguired to complete the sel-registration process to
obtain a Student ID and Passwoerd. Please follow the instructions
provided by yvour Privacy Officer to complete the registration process

Note: If you attempt to re-register you will not receive credit for
previoushly completed courzes

CLICK here to begin self-registration
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LMS Student Functionality

Student Login: Change Password

If an existing student is logging in after their password has
been reset by the Training Administrator, they will be
prompted to change their password immediately
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LMS Student Functionality
Changing Password

1 . Entel’ the Old Student Information g

paSSWO rd = Student Information = Change Password

2. Enter a new
paSSWO rd i n th e Hote:your newy passyord cannot contain the same string of four characters in a rosw if that s.ame faur-character str.ing
was part of your ald pazswaord. Passwoard must be at least § characters long and must contain characters from all six
N eW P aSSWO rd of the following classes:
. Englizh uppercasze and lowercase letters
and Verify

Arabic numerals (0,1 2,..9)
Password fields

Mon alphanumeric special characters (1@ # -
Cannat contain Student 1D or Full Mame
C h a n g eS Enter your old password: I ,

Single Characters cannot be repeated mare than twice in a row
Enter your new password: I

e

Cannot be one of the previous 6 passwoards.

Verify your new password: I

‘ Apply Changes Reset
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LMS Student Functionality
Development Plan

After registration or login, the Development Plan is displayed
Status column provides access to courses

Development Plan
Cualification Status

Learning History

Catalog

Student Information
Regional Settings
Reports

Contact the HIPAA Support Center
hipaagupport@@ima.osd. mil

Development Plan

Student Access | Home

Browser Check Help || Logout

Logged in as: Luhring, Tiffany

= View Development Plan

The Development Plan provides a list of all available components specific to your learning needs and your
current enroliment. To view your current enrollment, 2elect Current Enrollment from the Filter drop-down
menu. To launch a course select the "Launch™ hyperlink under Status. For additional detailz of a course,

click on the Component hyperlink.

Component Title
Component Type/Component 1D

Security 101: Introduction to HIPAA
Security

OMLINE SEC 101 (Rev 3/24/2004 02:15:23
PM Eastern Standard Time)

Volunteer Privacy Refresher Course
OMLINE PRIVACY REFRESHER VL

{Rev 4/28/2004 10:54:55 AM Eastemn
Standard Time)

Privacy Awareness
CHLINE PRIVACY101 (Rev 1/16/2002
01:28:24 PM Eastern Standard Time)

Req. Date

Filter:

Req. Type Assigned By) Status

Completion Admin
of this

Component

is

Required
Completion Admin
of this

Component

is

Required
Completion Admin
of this

Component

is

Required

Component ;I

Launch

Prerequisites
incomplete

Launch
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LMS Student Functionality
Launching a Course 1 of4

1. In the Development Plan, click Launch to begin the desired
course

Student Access | Home || Browser Check Help || Logout

Logged in as: Luhring, Tiffany

Development Plan ?
Development Plan
Qualification Status = View Development Plan

SEaEn The Development Plan provides a ligt of all available compenents specific to your learning needs and your

current enrollment. To view your current enroliment, select Current Enrollment from the Filter drop-down
menu. To launch a course select the "Launch™ hyperlink under Status. For addtional details of a course,

Catalog click on the Component hyperlink.

Filter: | Component LI

Student Information

Regional Settings Component Title :
S Component Type/Component ID Req. Date Req. Type Assigned By Status
Security 101: Introduction to HIPAA Completion Admin Launch
Contact the HIPAA Support Center  Security E?::,'E et
hipagsupport@tma.o=d.mil OMLINE SEC 104 (Rev 9/24/2004 02:15:32 s =
PM Eastern Standard Tirmne) Required
Volunteer Privacy Refresher Course Completion Admin Prerequisites
CMLINE PRIVACY REFRESHER VL s incomplete
(Rev 4/26/2004 10:54:55 AM Eastern Component
Standard Time) ::E-quired
Privﬂc]i Awareness CDI‘I‘IFHEtiDI‘I Admin Launch -
CMNLINE PRIVACY101 [Rev 1/18/2003 of this
Component

01:28:24 PM Eastern Standard Time) is
Required




LMS Student Functionality
Launching a Course of4)

2. In the Content Structure view, click the course title hyperlink to
begin the course

ﬁ?{& Student Access | Home || Browser Check | | Help || Logout |

Logged in as: Luhring, Tiffamy

Development Plan
Qualification Status Component Type: COMLINE
Component 1D: PRMACY 101
Revision Date: 1M16/2003 01:28:24 PM Eastern Standard Time
Learning Hiztory Component Title: Privacy Awareness
Catalog Privacy 101 -

PLEASE NOTE: Allow 3-4 2econds before selecting the courzge hyperlink. Thig will allow adeguate time
for zucce=ssful SCORM communication between the LMS Application and the Course Content.
Student Information
Regional Settings
Reports

Contact the HIPAA Support Center
hi u mid. o=d.mil
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LMS Student Functionality
Launching a Course @of4)

« The SCORM Adapter will load in a new browser window.
This is not an error.

Introduction to HIPAA
Privacy and Security

Loading SCORM API Adapter
Searching for SCORM API Adapter...




LMS Student Functionality
Launching a Course (of4

The course will display
To begin a lesson, click on the lesson’s title

Introduction to HIPAA
Privacy and Security

How to Use This Course

1. Introduction to HIPAA

2. HIPAA Terminology

3. Protected Health Information
. Notice and Authorization
. Individual Rights
. Security Basics
. Our Privacy Officer and Rules

. Conclusion




LMS Student Functionality

Exiting a Course Prior to Completion (10f2)

« To exit the course, click the menu button in the upper right corner

to return to the main menu

glossary

= next mearu
()f.‘i‘.:"‘ 3. Protected Health Information
"‘\-_fmmmnw

Protected Health Information

I'm not sure I totally understand Protected Health
Information. I've got a few questions I need to have
answered.

J'% Click the gquestions below for answers about PHI.

s What is PHI?

¢ What is "individually identifiable"?

« What form does PHI take?

« What is not considered PHI?

\‘D case

Click Case Study for an example of a study...
privacy breach. To continue, click Next.

Screen 2 of 8

INTRODUCTION TO HIPAA PRIVACY AND SECURITY
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LMS Student Functionality
Exiting a Course Prior to Completion (2of2)

* Note the status of the course completion

» Click the exit button in the lower right corner

Introduction to HIPAA
Privacy and Security

How to Use This Course

. Introduction to HIPAA

. HIPAA Terminology
Protected Health Information
Notice and Authorization

. Individual Rights

. Security Basics

. Our Privacy Officer and Rules

1
2
a.
5
6
4
8

. Conclusion
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LMS Student Functionality

Exiting After Completing a Course

Ensure all sections are marked complete with a check mark
Click the exit button to ensure that credit is granted

Introduction to HIPAA
Privacy and Security

How to Use This Course
1. Introduction to HIPAA
2. HIPAA Terminology
3. Protected Health Information

. Notice and Authorization

. Individual Rights

. Security Basics
. Our Privacy Officer and Rules

. Conclusion




LMS Student Functionality
New Content: Privacy Refresher and

Security

« Presentation has an improved course format
« Location of the NEXT and Exit buttons are consistent

uick
ompliance

SECURITY 101:
Introduction to HIPAA Security

How to use this course

. Introduction

. Controlling Access

. Physical Safeguards
. Technical Safeguards

. Paper PHI Security

. Maintaining Data

:‘\lﬂ'\U'I-[}meMI—“

QOur Security Official and Rules
8. Conclusion

j() Click a lesson name to go to the lesson

% Transforming Knowledge into Practice



LMS Student Functionality
New Content: Exiting a Course

« To exit the course prior to completion, click the Exit button in the
upper right corner

« A pop-up box will confirm your action
%ﬁ:mmw Slﬁg'tH REIIIYIIOJI'HFJAA Security

3. Physical Safequards

At the Front Door

Let's watch a common scenario in which Arturo, who works in our Medical Records Office, is met at the door by
a man he does not know.

Hi. May I help you?

work on our computer
networks. I left my 1.D.
badge at home. Can you
let me in so I can check
your computer?

To continue, click Next.

% Transforming Knowledge into Practice ot W(sack |+ NExT )y 46




LMS Student Functionality
Accessing a Course with Prerequisites

Direct access to a course will not be available if the course
prerequisite has not been completed

Click the Component Title to view the prerequisites

Development Plan
Qualification Status

Learning Hiztory
Catalog

Student Information
Regional Settings
Reportz

Contact the HIPAA Support Center
hipaasupperti@tma.osd. mil

—

Development Plan

Student Access | Home

Browser Check Help || Logout

Logged in as: Luhring, Tiffany

= View Development Flan

The Development Plan provides a list of all available compenentz specific to yvour learning needs and your
current enroliment. To view your current enroliment, zelect Current Enrollment frem the Filter drop-down
menu. To launch a course select the "Launch™ hyperlink under Status. For additional detailz of a course,

Filter: I Compenent vl

click on the Component hyperlink.

Component Title
Component Type/Component ID

Security 101: Introduction to HIPAA

Security
OMLIME SEC 101 (Rev %24/2004 02:15:33
P Eastern Standard Time)

Volunteer Privacy Refresher Course
OMLINE PRIVACY REFRESHER VL

Standard Time)

Privacy Awareness
OMLINE PRIVACY101 (Rev 1/18/2002
01:28:24 PM Eastern Standard Time)

Req. Date Req. Type Assigned By Status

Completion Admin
of this

Component

is

Required
Completion Admin
of this

Component

Completion Admin
of this

Component

is

Required

Launch

Prerequizitez
incomplete

Launch
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LMS Student Functionality
Viewing a Prerequisite Detail

The prerequisite course title and status are displayed in a new
browser window

Requezt Component Cloze

Volunteer Privacy Refresher Course
CHLIME PRIVACY REFRESHER VL (Rev 4/26/2004 10:54:55 AN Eastern Standard Timse)

Description: Thiz course iz de=igned to refresh yvour knowledge of HIPAL Privacy and the DoD Health
Infarmation Privacy Regulation. After completing thiz courze, you will be able to: describe the
baszic provizgions of the HIPAA Privacy Rule; identify terms that relate to HIPAA Compliance;
define Protected Health Information (PHI}; understand the rules regarding the Motice of Privacy
Practicez and obtaining written autherizations for the use and dizclosure of PHI; understand the
right= that individualz have regarding their health information; and underztand that security iz
part of HIPAA Privacy and applies to both paper and computerized records.

Asz=signed By: Admin

Assigned Date: SM32005

Completion Date:

Required Date:

Day= Remaining:

Req. Type: REQ (Complstion of this Component iz Required)
Prerequisites:

- CNLIMNE PRIVACY 101 {Rev 1/18/2002 01:28:24 PM Eastern Standard Time) [InComplete] _
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LMS Student Functionality
Completing the Prerequisite

Click Launch to begin the prerequisite course

Development Plan
Qualification Status

Learning History

Catalog

Student Information
Regional Settings
Reportz

Contact the HIPAA Support Center
hipaasupperti@tma.osd. mil

Development Plan

Student Access | Home || Browser Check Help || Logout

Logged in as: Lubring, Tiffany

= View Development Plan

The Development Plan provides a lizt of all available compoenents specific to your lzarning nesds and your
current enroliment. To views your current enroliment, 2elect Current Enrollment from the Filter drop-down
menu. Te launch a course select the "Launch” hyperlink under Status. For additional detailz of a courze,

click on the Component hyperlink.

Component Title
Component Type/Component ID

Security 101: Introduction to HIPAA
Security

OMNLINE SEC 101 (Rev 9/24/2004 02:15:23
P Eastern Standard Time)

Volunteer Privacy Refresher Course
OMLINE PRIVACY REFRESHER WL

(Rev 4/28/2004 10:54:55 AM Eastern
Standard Time)

Privacy Awareness
ONLINE PRIVACY101 (Rev 1/16/2003
01:28:24 PM Eastern Standard Time)

Req. Date

Filter: ICUmpunent vI

Req. Type Assigned By Status

Completion Admin Launch

of this

Component

is

Required

Completicn Admin Prerequizsites
of this incomplete
Component

is

Required

Completion Admin Launch _
of this

Component
is
Required
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LMS Student Functionality
Development Plan-Prereq Complete

Once the prerequisite is complete, it no longer appears in the
Development Plan

Click Launch to start next course

::-'f{{?éz Student Access | Home || Browser Check Help || Logout

Logged in as: Luhring, Tiffany

DEVEMFI’HEHt Plan ?
Development Plan
Qualification Status = View Development Plan

Learning History The Development Plan providez a list of all available components specific to your learning needs and your

current enroliment. To view your current enroliment, zelect Current Enrollment from the Filter drop-down
menu. Te launch a course select the "Launch™ hyperlink under Status. For addtional details of a course,

Catalog click on the Component hyperlink.

Filter: | Component LI

Student Information

Regional Settings Component Title ;
— Component Type/Component ID Req. Date Req. Type Assigned By Siatus
Security 101: Introduction to HIPAA Security Completion Admin Launch
p——— — of this
Contact the HIPAA Support Center  ONLINE SE_C 11}1 (Rev 5/24/2004 02:15:33 FM Eastern Component
hipaasupportf@tma.osd. mi Standard Time) =
Required
Volunteer Privacy Refresher Course Completion Admin Launch -
CNLINE PRIVACY REFRESHER VL [Rev 4/28/2004 of this
10:54:55 AM Eastern Standard Time) f;”m"“"“t
Required
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LMS Student Functionality
Examinations

Examinations were added to some courses to ensure a
minimum level of HIPAA knowledge across the MHS

Policy: All individuals who have access to a computer are
required to complete the online examination

Exceptions:
— if student does not have access to a computer
— if student does not speak English

— if course is taught in a classroom environment
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LMS Student Functionality
Exam Workflow

Take Course Take Exam Pass Exam Yes Print

Certificate
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LMS Student Functionality
Privacy Refresher/Security Exam

The component (course + exam) will reside in the student’s
Development Plan until the student has successfully completed
the exam

Passing score is 75%. If the student does not pass, then both
the course and the exam must be repeated

— If exam is failed, the learning event will be recorded in the Learning
History as “Needs Review”

Once the student completes the exam, the component (course
+ exam) will appear in the student’s Learning History

— When the course is completed, students should print the
completion certificate and obtain the appropriate signature (the
MTF Privacy Officer or other appropriately designated individual)

Exam questions are randomly assigned by the LMS
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LMS Student Functionality
Accessing the Exam (1 of 2)

1. Click the appropriate link to access the exam
« This link is active only after its prerequisite (the course) is

complete

T E I C ARI

Development Plan
Qualification Status

Learning Hiztory

Catalog

Student Information
Regional Settings
Reports

Contact the HIPAA Support Center
hi u ma.osd.mil

Studentﬁ.ccess| Home || Browser Check | | Help || Logout

Logged in as: Luhring, Tiffamy

Component Type: OMNLIME

Component 1D: SEC 11
Revision Date: 92472004 02:15:33 PM Eastern Standard Time
Component Title: Security 101: Introduction to HIPAA Security

The zub-objectz need to be completed in 2equential order

Security 101: Intreduction to HIPAA Security

Thiz courze iz dezigned for all MHS staff memberz. it covers basic information 2ecurity practices to
aszist vou in compliance while conducting your daity buginess. In this courze, vou will: learn how
=security relates to hozpital data, =tudy physical and technical zafequards for protecting information, and
learn the importance of maintaining data integrity. “ou will alzo learn ways to perzonally =afeguard
information, and where yvou can report information =ecurity viclations.
Completed On 51342005 04:22:55 PM Eastern Standard Time

D SECURITY 101 EXAM

Security 101 Exam _
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LMS Student Functionality
Accessing the Exam (2 of 2)

2. Read the message and click Continue

Message from Instructor

To Student: Luhring, Tiffany
Security 101: Intreduction to HIPAA Security

EL Ll ONLINE SEC 101 (Rewv 9/24/2004 02:15:33 PM Eastern Standard Time)
Exam: Security 101

The purpoze of thiz exam iz to test vour knowledge of the Security 101 Courze. In order to pazs this exam, you are required to
Message: answer 75% of the questions correctly. If you do not meet this requirement, you must repeat both the courze and the exam. Exiting in

the middle of the exam will mark any unanswered questions incorrect. Good luck!

) [ Continue |
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LMS Student Functionality

Learning History

 When a component is completed, its status is found in the
student’s Learning History

ﬁ?&i Student Access | Home || Browser Check | | Help || Logout |

Logged in as: Luhring, Tiffany

Learning History
Development Plan
Qualification Status = View Learning History

Learning History

The following detailz yvour completed learning.

Learning History

Sort By: | Completion Date ¥ |

Catalog
Component Completion Date Status Completion Online
e - Certificate
Student Information Security 101: Introduction to HIPAA 5M16/2005 10:17:36 AN Completed Print YES
Regicnal Settings Security Eastern Standard Time Online Course
Reports CMLIMNE SEC 101 (Rev 2/24/2004 02:15:22 PM
Eastern Standard Time)
Contact the HIPAA Support Center Privacy Awareness SME/2005 09:44:00 AN Completed rint Yes
e u ma.o=d. mil OMLINE PRIVACY101 {Rev 1/16/2003 Eastern Standard Time Online Course

01:28:24 PM Eastern Standard Time)
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LMS Student Functionality
Completion Certificates

Students should access their Learning History to print their
Certificates of Completion

Certificates should be signed by your MTF’s Privacy Officer or
other appropriately designated individual

57



LMS Student Functionality
Printing Completion Certificates

1.

Click Print for the appropriate course

The certificate is created as a .pdf and can be printed or
saved after it is generated

(7

Development Plan
Qualification Status

Learning History

Catalog

Student Information
Regional Settings
Reportz

Contact the HIPAA Support Center
hipaazupportiitrma.oed.mil

Learning History

Student Access

Home

Browser Check Help || Logout

Logged in as: Luhring, Tiffany

= View Learning History

The following detailz yvour completed learning.

Component

Security 101: Introduction to HIPAA
Security

CMLIME SEC 101 (Rev 5/24/2004 02:15:33 FM

Eastern Standard Time)

Privacy Awareness
CHLIME PRIVACY101 (Rev 1/16/2003
01:28:24 PM Eastern Standard Time)

Completion Date

SME2005 10:17:36 AM
Eastern Standard Time

SMG2005 09:44:00 AN
Eastern Standard Time

Sort By: | Completion Date = |

Completion
Certificate

Completed F‘rint- Yes
Onling Course

Status Online

-{
on
]

Completed Print

Online Courze




LMS Student Functionality
Certificate of Completion

Certificate of Completion
This certifies that

Tiffany Luhring

Has successfully completed

Security 101: Introduction to HIPAA Security

Completed On 5/16/2005 10:17:36 AM Eastern Standard Time

Instructor
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LMS Student Functionality
Printing Qualification Status Reports (15

-
A student can print a summary of all courses completed
1. Click Reports
SE"?@{ Student Access | Home || Browser Check Help || Logout

Logged in as: Luhring, Tiffany

Re po rts Browse || 7
Development Flan
Qualification Status = Browse Reports

Leaming History Click on the name of the report vou wish to run.

Report Hame
Catalog Compenent Reguests

Component Status

Development Plan

Student Information Learning Hiztory
Regional Settings Learning Hourg
- Reports Learning Needs

Qualification Status
Contact the HIPAA Support Center

hinaasupDorEma.osd.mi Student Information

Tuition
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LMS Student Functionality
Printing Qualification Status Reports (2015

2. Click Qualification Status

;-—::‘?1& Student Access | Home || Browser Check | | Help || Logout |

Logged in as: Luhring, Tiffany

Reports | Browse | [ 2]

Development Plan
Qualification Status = Browse Repors

Select a Report

S Ee Click on the name of the report you wizh to run.

Report Hame
Catalog Component Reguests

Compenent Status

Development Plan

Student Information Learning History
Regional Settings Learning Hours
Reports Learning Needs

Qualification Status
Contact the HIPAA Support Center

Student Information
hi u ma.ozd. mil =

Tuition
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LMS Student Functionality
Printing Qualification Status Reports @ofs)

3. Select the search criteria
4. Click Run Report

EE?& Student Access | Home || Browser Check Help || Logout

Logged in as: Luhring, Tiffany

REFOI‘tS Browse || 7
Development Plan
Qualification Status = Browse Reports = Report Options

—ER Specify options and click Run Report to generate vour report.

Student: Yourzelf
Cataleg Qualification Status: @ Complete
o Incomplete

" Both

Student Information

Regional Settings .
: : Report Options

Reportz
Group By: % Stugdent
Contact the HIPAA Support Center
hipaazupportf@tma o=d. mil ™ Student with Component Detail

" Qualfication
Report Format: PDF (Download Adobe Acrobat Reader)

Report Title: |Stun:lent Qualification Status

r Page Break on Groups ¥ Mask Student IDs

‘ Run Report Reset
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LMS Student Functionality
Printing Qualification Status Reports o5

* Qutput format is .pdf and can be printed
* Report Options: Grouped By “Student”

Student Qualification Status

Student; *Frrseeex Luhring, Tiffany

Qualification Assignment Days

ID Qualification Title Status Date Remaining
SECURITY Secunty Courses Complete May-13-2005 0

VCP Frivacy Volunteers Complete May-13-2005 0
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LMS Student Functionality
Printing Qualification Status Reports o5

« Report Options: Grouped By “Student with Component Detail”

Student Qualification Status
Student: *exxxsaxx Luhring, Tiffany
Qualification Assignment Days
ID Qualification Title Status Date Remaining
SECURITY Security Courses Complete May-13-2005 0
Completion Completion Next
Component 1D Title Date Status Action
ONLINE SEC 101 09-24-2004  Security 101: Intreduction to 05-16-2005 Completed
02:15:33 PM HIPAA Security 10:17:36 AM  Online
Course
Cualification Assignment Days
ID Qualification Title Status Date Remaining
VCP Privacy Volunteers Complete May-13-2005 0
Completion Completion Next
Component 1D Title Date Status Action
ONLINE PRIVACY 101 Privacy Awareness 05-16-2005 Completed
01-16-2003 01:28:24 PM 09:44:00 AM  Online
Course
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LMS Student Functionality
Course Catalog

 Provides access to all materials in the LMS

* A course launched from the Course Catalog is automatically
added to the Development Plan

;—-:‘?1& Student Access | Home || Browser Check | | Help || Logout |

Logged in as: Luhring, Tiffany

Catalug | Browse | Eea::,h|

Development Plan
Qualification Status = Search

Search Catalog

SEEL e To =zearch the Catalog, enter yvour 2earch criteria and then click Search.

-;ﬂtﬂmg e @ an € onineonty © Time Based { Physical Good

Component Type: I - I

Subject ID contains:

Student Information

|
Title Contains: |
|

Regional Settings
Reportz SHL:

Contact the HIPAA Support Center
hi U ma.02d. mil
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LMS Student Functionality
Course Catalog: Search Criteria

1. Select and enter search criteria

— No criteria entered acts like a wild card search returning all
items listed in the catalog

2. Click Search

--ﬂ‘:‘ﬁ%
™
gt

Development Plan
Qualification Statuz

Learning Hiztory

Catalog

Student Information
Regional Settings
Reportz

Contact the HIPAA Support Center
hipaasupport@ima.ozsd. mil

Student Access | Home || Browser Check

Help || Logout

Logged in as: Luhring, Tiffany

Catalog

Browse | Search | | ?

= Search

To zearch the Catalog, enter your 2earch criteria and then click Search.

Classification & a1 © online only © Time Based { Physical Good

Component Type: I il I

Subject ID contains:

|
Title Contains: |
|

SKLU:

- Search
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LMS Student Functionality
Course Catalog: Search Results

-
3. Click Launch to Catalog crowss | Seach 2

directly access the =

Click title for Component De=scription. Click plug icons to e and purchase schedules.

4. Click Show All to see N PN [
alphabetic order by o

Component Title Price (USD)
Com Onent | D Component Type/Component ID
p HIPAA Privacy Essentials 0.00 Launch 234 to Dev Flan
" ONLINE 100.10 {Rev 1 - 8/4/2002 12:52:47 PM Eastern
5. Click Add to
Catalog 1D:00004 SKU:SKU-1

D eve I O p m e nt P | a n to Overview of TMA Privacy Office 0.00 Launch | Add to Dev Fian

CMLINE 100.11 {Rev 1 - 9/4/2003 12:54:43 FM Eastern

add the course but Standard Time)

Catalog 1D:00001 SKU:SKU-2

n Ot | m m ed |ate|y Privacy Officer's Action Plan 0.00 Launch | Add to Dev Plan

OMNLINE 100.12 (Rev 1 - 2/8/2002 01:21:41 PM Eastern

IaunCh Standard Time)

Catalog ID:00001 SKU:SKU-3
Business Associates Review 0.00 Launch Add to Dev Plan

OMLINE 100.13 {Rev 1 - 2/8/2003 01:22:01 FM Eastern
Standard Time)

Catalog ID:000041 SKU:SKU-4
HIPAA Security Rule Essentials 0.00 Launch Add to Dey Plan

CHNLINE 100.16 {Rev 1/5/2005 10:08:18 AM Eastern
Standard Timeh

67



LMS Student Functionality
Course Catalog: Browse

1. From Search Catalog, click Browse to search for courses by
subject area

2. Select the desired hyperlink to see courses in that subject area

-_,-.":&9( Student Access | Home || Browser Check Help || Logout

Logged in as: Luhring, Tiffany

Catalug Browse | Search | | 7

Development Plan
Qualification Status = Browse Catalog

e Select a zubject area or 2earch by title.

Search by Title | Go
Catalog
Subject Area ID Description
HIP&A BASICS ' HIPAA Bazics documentation
Student Information LMS HIP&A Learning Management System
Regional Settings PHIMT Frotected Health Infermation Mngmt. Tool
Reports

Contact the HIPAA Support Center
hipaagupporti@tma.osd. mil
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LMS Student Functionality
Course Catalog: Browse LMS

—_ Studentﬁ.ccess| Home || Browser Check | | Help || Logout

Logged in as: Luhring, Tiffany

Catalog | Browse | Search |
Development Plan
Qualification Status = Search = Results

Catalog Search Results

Click title for Component Description. Click plug icons to 2ee and purchase schedules.

Learning Hiztory

Latalog szi:z:: $::feﬂ:om ponent 1D Price (US0)
LIS Presentation 0.00 Launch Add to Dev Plan
Shadent formaton OMLINE 300.00 {Rev 10/20/2003 01:35:58 PM Eastern
Regional Settings Standard Time)
T Catalog ID:000M01 SKLU:SKU-S
LIS Reporting Update 0.00 Launch Add to Dev Plan
Contact the HIPAA Support Center OMLINE 300,13 {Rev 4/8/2005 02:06:48 PM Eastem
hi u ma.o2d. mil Standard Time)
Catalog ID:00001 SKUSKU-181
LIS Admin Training 0.00 Launch Add to Dev Plan
ONLINE 300,14 {Rev 5/2/2005 10:54:47 AM Eastemn
Standard Time)
Catalog ID:00001 SKU:SKU-175
Whx: LMS Reporting Update 0.00 Launch | Add to Dev Plan

ONLINE VWhx 300.13 (Rev 4/11/2005 12:27:07 FM
Eastern Standard Time)

Catalog [D:00001 SKU:SKU-162




LMS Student Functionality
Summary

You should now be able to:

Describe the basic functions of the LMS used by students

|dentify the steps required for student access to courses within
the LMS

Describe how to provide printed course completion documents

Describe how to search for courses
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Training Administrator Functionality



Training Administrator Functionality

Objectives

Upon completion of this lesson, you will be able to:

— Perform the functions of a Training Administrator
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Training Administrator Functionality

Most Common Functions

« (Getting a Training Administrator account
* Logging In

« Passwords

« Searching for students

* Unlocking accounts

« Account maintenance

« Creating new students

« Granting course credit

* Running reports
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Training Administrator Functionality

Getting A Training Admin Account

 If you do not have an account, a request must be sent via
your chain of command to your Service Representative

* Your Service Representative will forward the request to
the HIPAA Support Center

— The HIPAA Support Center will create your account and
send your User Name and Password to you

— You will be prompted to change your password upon initial
log in
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Training Administrator Functionality

Accessing the LMS

1. Enter the URL

3 Administrator Login - Microsoft Internet Explorer

PE Edit  View Favorites Tools Help

| Back v = ~ @ 72t | Eﬁﬁearch ‘@]Favurites

Address I@ https://hipaatraining.tricare, osd.milfelms/pwa/login. jsp |

Note “pwa” for admin log in
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Training Administrator Functionality

Logging In

2. Enter User Name and Password
3. Click Submit

E_-:'.:)& Administrator
T E C A E T

Administrator Login What is Learning?
learn-ing
.

U=zer Name: |t|u|-|ri|-|g 1. The act, process, or experience of gaining knowledge or =kill

2. Knowledge or =kill gained through schooling or study.
Paszsword: F--n----n-n
Learning iz more than lectures, reading and test-taking - it iz a process

- with the potential to enrich and empower - and it takes place throughout

an organization and across the value chain.

To get started

1. Enter your Uzer Name and Password in the fields to the left. (zee
vour 2yatem adminiztrator for vour User Name and Password)

2. Click on "Submit” to proeceed to the main window.
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Training Administrator Functionality

Administrator Home

EJ& Administrator | Home || Help || Logout

T
S
s

T AR I

Student Management | Reports | Tools

Welcome to Plateau Administrator

Plateau Adminiztrator iz part of a robuzt Learning Management Plateau Help System
Sy=stem (LMS) with powerful management tools that give yvou the Plateau offers a comprehensible task-
ability to: eriented help system that iz rapidly
retrisvable and easihy tranzslated into
» Facilitate learning and knowledge activities throughout the effective actions by users. The global
organization, including aligning learning cbjectives with onling help is accessible from the help
business objectives. link in the upper right corner; and the
context-zenzitive help iz available by
# Manage classroom, Web-based, CD-ROM, on-the-job (OJT) clicking the help link on the right hand
and instructor-led learning, as well as the resources and corner of each page title.

procesz=es gszociated with each.

#* HManage the tracking of resources and =chedules az=ociated
with the many categoriez of learning, including traditional
ingtructor-led training.

# Track the progress of every learner's proficiency profile, skill
gaps, and recertification deadlines.
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Training Administrator Functionality

Basic LMS Navigation Examples

Next — (wizard style tools) takes you to the
Next next step in the tool

Previous — takes you to the previous step

Previous (wizard style tools) in the process

¢) Picker icon — opens a pick list

Apply Changes — submits the
Apply Changes corresponding form data to the system for
processing

Search - causes requested data to appear
on a search results window

LT
L
L
—

Home (student login)— Provides easy
Home | Help | Logout || access to Development Plan, Qualification
Status, Current Enroliment, Activity in
Progress
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Training Administrator Functionality

Basic LMS Navigation

— Doing so will cause errors

When inside a function, use the links to move backward if
necessary

::_,.L Administrator | Home || Help || Logout

Student Management | Reports | Tools

Students Students 1 Simple Search | Advanced Search | Help

Learning Event Editor

Learning Event Recorder

Student Needs Mgmt = Advanced Search = by Deployed
View Filter
Submit Selection Reszet
Select / Deselect all on page
n} Description Select
Yes Yes |

Select / Deselect all on page

Submit Selection Reset

When using the LMS, do Not use your browser’'s BACK button
to navigate
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Training Administrator Functionality

Search Capabilities: Simple Search

» QOptional case sensitivity
— Yes: case sensitivity is turned on for the search
— No: case sensitivity is turned off for the search (default)

« Domain field included in the Simple Search

Administrator | Home || Help || Logout

Student Managemen

Students
Learning Event Editor

Student Needs Mgmt

Learning Event Recorder

t | Reports | Tools

Students

Simple Search | Advanced Search | Add New | Help

= Search

Results

Enter the ID or Description, 2elect the type of 2earch from the drop-down menu, and click "Search” to browse results.
Enter an exact ID and select "Exact” from the drop-down menu to go directhy to a recerd. The gearch i case sensitive
by default. *'ou can choose case insensitive search which applies to criteria typed in. Be aware of case insensitive
=earch could take long time.

- Case sensitive search:

Student ID: [ |Exact =]
Last Name: [ |Exact =]
First Name: [ |Exact =]
Midéle Initial: [ |Exact =]

Student Status:

- Domains:

& pctive T Not Active © Both

or By ml Exact =

Select from list

Search || Reset
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Training Administrator Functionality

Search Capabilities: Advanced Search

-

« Custom fields appear as criteria for the Advanced Search
=% Administrator | Home | [ Help |[ Logout
‘Student Management | Reports | Tools

s Student ID: [ [eea =l
LcomigErentpocorser | Lastheme: l [Bect 3]
Student Nesds Mgmt First Name: | [Boa 5]
Middle Initial: | [Exact =]
Student Status: @ active © NotActive T Both
Domains: Select fromlist  or By | Exact |
Egmg;:;:;m Sekctfomlst o gy qpe [ 4]
ID: | |Exact |
Components Needs: sectiromist o [pyqype[” =]
ID: | |Exact >|
Job Positions: Select from st or By [Exact =]
Qualifications: Select from it or By ID| [Exact =]
Training Administrator: Select from st or By [Exact =]
Privacy Officer: Select from st or By [Exact =]
Deployed: Select fromlist  or By [Exact =]
Security Officer: Select fromlist  or  ByiD| | Exact il
81
Search || Reset




Training Administrator Functionality

Domain Search: Enter Domain ID

1.

2.

3.

Click Student
Management

—

Enter
Domain ID

Click Search

——
—
o

o AR

Students

Learning Event Editor
Learning Event Recorder
Student Needs Mgmt

Administrator | Home || Help || Logout

Student Management | Reports | Tools

Students Simple Search | Advanced Search | Add Mew | Help

= Zearch

Reszultz
Enter the ID or Description, select the type of =earch from the drep-down menu, and click "Search” to browse results.
Enter an exact ID and select "Exact” from the drop-down menu to ge dirgctly to a record. The search iz case sensitive

by default. ¥ou can choose case insensitive 2earch which applies to criteria typed in. Be aware of case inzensitive
gearch could take long time.

Case sensitive search:

Student ID: | |Exact =]

Last Name: | |Exact =]

First Name: | |Exact =]

Middle Initial: | |Exact =]

Student Status: @ active © NotActive ¢ Both

Domains: Select from st or By i [0024] | Exact x|

- Reset
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Training Administrator Functionality

Domain Search: Select from List

1. Click Select from list

ﬁ“ﬁf& Administrﬂtor| Home || Help || Logout |

T E I C AR T

Student Management | Reports | Tools

Students Students | Simple Search | Advanced Search | Add Mew | Help |
Learning Event Editor

Learning Event Recorder
Student Needs Mgmt = Search

Search
Search Students

Enter the ID or Degcription, select the type of search from the drop-down menu, and click "Search” to browse results.
Enter an exact ID and =elect "Exact” from the drop-down menu to go directly to a record. The zearch iz caze senzitive
by default. “ou can choose case insensitive search which applies to criteria typed in. Be aware of case insensitive
=zearch could take long time.

Case sensitive search:  wes ™ Np

Student ID: | [Exact =]
Last Hame: I I Exact LI
First Name: I I Exact LI
Middle Initial: | [Exact =]
Student Status: % sactive & Mot Active T Both

Domains: - Select from list  or B.'I"'DI IExact ;I

| Search || Reset|




Training Administrator Functionality

Domain Search: Add or Search

2. If you know the Domain ID, enter it (or multiple IDs separated by

a comma) in the textbox, and click Add to create the filter
OR

Perform a search for an exact ID or a wildcard search and click

SearCh 3::’::'; gy Administrator | Home || Help || Logout
Student Ma

nagement | Reports | Tools

Students Students Simple Ssarch | Advanced Search | Help
Learning Event Editor

Learning Event Recorder

Student Needs Mgt = Search = by Domains

View Filter
Add D= manualty or create the qualificatien filker using the search below. The search iz casze sensitive by defauk. You
can choese case ingensitive =earch which applies to criteria typed in. Be aware of case ingensitive search could take

leng time.

Add IDs (separate multiple IDs using a comma)

- Domain 10: I ‘ Add

Search Domains

Case sensitive search: T ves % N
Domain I1D: I I Exact LI
Description: I I Starts With LI

- Search | Reset
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Training Administrator Functionality

Domain Search: Create Data Filter

3. Select “Top Level Only” +/or “Include Sub Domains”
4. Click Add to Filter

(r

-'f_{&?( Administrator | Home || Help || Logout

N |

CARK

Student Management | Reports | Tools

Students Students Simple Search | Advanced Search | Help
Learning Event Editor
Learning Event Recorder
Student Needs Mgmt

=Search = by Domains

Wiew Filter

== Search Again

- Add to Filter Reset
Erh:}'.\.'le‘:I records/page {1,473 total records) Go PEQEI‘ of 50. Go| | =|[*!

Show All Select / Deselect sll on page
Include
Top Level Sub
(] Description Levels Only Domains
nooo WMILITARY HEALTH S%STEM 0 i r
B ooooz E NAVY 1 r r
HS0JAX HSO Jacksonville 2 I~ 2
HS0 5D H30 SAN DIEGO 2 M |
H BUKED HQ Staff Bureau of Medicine and Surgery 2 - |
MKM30 Miltary Medical Suppaort Office 2 r
FHGREATLAKES Maval Reserve Fleet Hospital Great Lakes 2 -
FHFORTDX Mawval Reserve Fleet Hogpital Fort Dix 2 M
FHDALLAS Maval Rezerve Fleet Hozpital Dallaz 2 -
HS0 NOR HS0 NORFOLK s r i




Training Administrator Functionality

Domain Search: Submit Data Filter

5. Review your data filter
6. Click Submit Filter

L ART

Ji7

Students

Learning Event Editor
Learning Event Recorder
Student Need=s Mgmt

Administrator | Home || Help || Logout

Student Management | Reports | Tools

Students Simple Search | Advanced Search | Help

= Search = by Domains

Create Fitter

Add 1Ds

To manualy add ID= to vour filter, enter the exact ID= (zeparate multiple entries with commag), and click Add. The fitter
ID= are case =ensitive.

Domain ID: I Add

Edit Domain Results

Click Submit Filter to add the records listed to your filter. To remowve record(g) from this list, uge the checkboxes to
zelect, and then click Removed Checked IDs to remove the selected records. To include Sub Domaing of the
selected records, click the corregpending checkbox in the Include Sub Domains column. Click Reset to revert to
system default.

Submit Filter Remove Checked IDs Reset
Remove Include
Domain 1D Description Levels Select / Deselect Al Sub Domains
HS0JAX HS0 Jacksonvile 2 O Yes
- Submit Filter Remove Checked IDs Reset
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Training Administrator Functionality

Domain Search: Perform Search

7. Click Search

— Search results will be returned

(i

-'_-:‘;{&i’

C AR

N |

Students

Learning Event Editor
Learning Event Recorder
Student Needs Mgmt

Administrator | Home || Help || Logout

Student Management | Reports | Tools

Students Simple Search | Advanced Search | Add New | Help

= Search

Rezults

Enter the ID or Description, 2elect the type of =earch from the drop-down menu, and click "Search” to browse regults.
Enter an exact ID and select "Exact” from the drop-down menu to go directly to a record. The search iz case sensitive
by default. ¥ou can choose caze inzensitive search which applies to criteria typed in. Be aware of caze insensitive
=zearch could take long time.

Case sensitive search:  ves 0 Mg

Student ID: | [Exact =]

Last Hame: I I Exact ;I

First Hame: I I Exact ;I

Middle Initial: | [Exact x|

Student Status: & active © NotActive © Both

Domains: Select from list |1 Selected x| orByID

- Search Reset
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Training Administrator Functionality

Simple Search

Locating the student record is the first step in accessing student

accounts

Searches can be performed using various criteria and/or

multiple criteria

By default, searches are not case sensitive

Case sensitive search:

Student ID:

La=zt Name:

First Name:

Middle Initial:

Student Status:

Domains:

& Yes (v Mo

IE:-can:t

IE:-cau:t

IE:-can:t

IE:-cﬂI::t

K I Kl i Kl K

% active O Not Active € Both

Select from list

or Eﬂnl

Exact

Search

=

Reseat
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Training Administrator Functionality

Simple Search

= Administrator | Home || Help |[ Logout |

e
T EICARE

Student Management | Reports | Tools
1. Click Student ==
Management ﬁh&nt tor Students | Simple Search | Advanoced Search | Add Mew | Help |

Learning Event Recorder

Student Needs Mgmt = Search
Search
Search Students

Enter the ID or Description, select the type of earch from the drop-down menu, and click "Search” to browse results.
Enter an exact ID and select "Exact” from the drop-down menu to go directly to a recerd. The search iz case sensitive
by default. Wou can choose caze inzensitive search which applies to criteria typed in. Be aware of caze inzensitive

2 . Enter Sea rCh search could take leng time.

Crlterla - f Case sensitive search: ez & N
Student ID: | [Exact =]
Last Hame: [wiliams [Exact =]
< First Name: [George | Exact =]
Middle Initial: | |Exact 7|
. Student Status: @ active T NotActive 7 Both
3 - CI ICk SearCh Domains: Select fromlist  or By D [0024] | Exact |
\

) o[t
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Training Administrator Functionality

Advanced Search (1ofs)

1. Click Student Management
2. Click Advanced Search

P
e
T EECARE

Students

Learning Event Editor
Learning Event Recorder
Student Needs Mgmt

Administrator | Home || Help | Logout |

Student Management | Reports | Tools

Students | Simple Search | Advanced Search | Add Mew | Help |

= Search '

Search
Search Students

Enter the ID or Dezcription, zelect the type of 2earch from the drop-dewn menu, and click "Search™ to browse rezults.
Enter an exact ID and select "Exact” from the drep-down menu to go directly to a record. The 2earch iz caze =ensitive
by default. ou can choose caze inzensitive search which applies to criteria typed in. Be aware of caze inzensitive
=zearch could take long time.

Case sensitive search:  ves @ No

Student ID: | Exact

| =
Last Name: I I Exact LI
| =
| =

First Name: I Exact

Middle Initial: | Exact

Student Status: * active T MotActive T Both

Domains: Select fromlist  or By |[)| I Exact ;I
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Training Administrator Functionality

Advanced Search 2of¢)

3. Enter search criteria

in textboxes
OR

Click Select from list
(i.e. for “Job Positions:”)

Case sensitive search: " vea ™ nNo
Student ID: | [exact =]
Last Name: | | Exact j
First Hame: I I Exact j
Middle Initial: | [exact =]
Student Status: & active © NotActive ' Both
Domains: Select fromlist o By ||]| I Exact j
ggﬁglc;:;ts Select from list  or by Type: Iﬂ

ID: | | Exact x|
Components Needs: Select from list  or by Type: Iﬂ

ID: | | Exact x|
Job Positions: - Select fromlist  or By ||]| IExﬂct j
Qualifications: Select fromlist  or By ||]| | Exact j
Training Administrator: Select fromlist o By ||]| I Exact j
Privacy Officer: Select fromlist  or By ||]| | Exact j
Deployed: Select fromlist  or By ||]| I Exact ﬂ
Security Officer: Select fromlist  or By ||]| I Exact j




Training Administrator Functionality

Advanced Search org

4. Enter specific Job

Position ID in textbox
OR

Click Search for a
wildcard search

Students Simple Search | Advanced Search | Help

= Advanced Search = by Job Positions

View Filter
Add ID= manualty or create the fitter using the search below. The =earch is case sensgitive by default. You can choose
caze inzenzitive 2earch which applies to criteria typed in. Be aware of caze inzensitive 2earch could take long time.

Add 1Ds (separate multiple IDs using a comma)

Job Positions ID: | add

Search Job Positions

Search || Reset

Case sensitive search: O ves % N

Job Position ID: ‘ | [Exact =]

Description: I I Startz With LI

Domains: Select fromlist  or By ||]| I Exact LI
Qualifications: Select from list or By ||}| I Exact ;I
Proficiency Profiles: select from list  or By ||]| I Exact LI

- Search || Reset
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Training Administrator Functionality

Advanced Search (ofs

Students

Simple Search | Advanced Search | Help

5. Select appropriate job
position

6. Click Submit Selection | ssss

= Advanced Search = by Job Positions

View Filter

Show I:']'EI records/page {10 total records) Go

D Description

000081 Administrative Support Services
nooos2 Ancillary Clinical

000083 Business / Finance Office
nooos4 Facility Support Services
000065 Information Management
ooo0ss Medical Records/Patient Adminiztration
oooosT Nurzing

noooss Provider

ooo0ss Senior Executive Staff

oooovo olunteers

Show IE':I records/page {10 total records) Go

=)

Submit Selection Reset

Select / Deselect sll on page

Select

) ~

-

o o o e o o

-

Select ! Desslect sll on page

Submit Selection Reset
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Training Administrator Functionality

Advanced Search o156

7. Click Submit Filter

Students

| Simple Search | Advanced Search | Help |

= Advanced Search = by Job Positions

Create Filter View Filter
View Job Positions Results

Job Positions 1D:

Thiz gcreen allows you to view and edit the items you have selected. You can alzo Add additional ID= to your list. The
"Submit Fitter” button will submit vour 2elected tems to the previous =earch. The fiter Dz are caze zensitive.

Add
Submit Filter || Remove Checked IDs || Reseat |
Select / Desslect all on page
I Description Remowve
000061 Adminigtrative Support Services N

Select / Deselect sll on page

-| Submit Filter ||

Remove Checked IDs || Reset |
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Training Administrator Functionality

Advanced Search ©ofs

=
8. Click Search (note screen shot below is truncated)
::.‘5:1:}&??:{‘ Administrator | Home || Help || Logout

Learning Event Editor
Learning Event Recorder

Student Needs Mgmt Enter the ID(=) for the entities by which you would like to fiter your 2earch and =elect the type of 2earch from the drop-

down menu, or click "Select from lizt” to zelect an tem from a lizt. You may choose either a caze-zsenzsitive, or a caze-

inzenzitive search. Caze-inzenzitive searches may take longer.
‘ Search || Reset

Case sensitive search: = ves ™ No

Student ID: | [Exact =]

Last Hame: I | Exact LI

First Hame: I | Exact LI

Middle Initial: | [Exact =]

Student Status: & active © Not Active © Both

Domains: Select fromlist  or By ||]| I Exact j
ggﬁg;:;rlgg:ts Select fram list  or by Type: Iﬂ

1D: | | Exact =]

Components Needs: Select frem list  or
. - DYTYP'E:I 'I

ID:I IExact j
Job Positions: Select from list |1 Selected vl or By ID

Qualifications: Sclect fremlist  or By ||]| IExact ll




Training Administrator Functionality

View Student (Search) Results

Search results are returned for all students in the database who

meet the search criteria

Student Management | Reports | Tools

Students Students

Learning Event Editor

;-:-f}:&%{ Administrator | Home || Help || Logout
el

Simple Search | Advanced Search | Add Neaw | Help

Learning Event Recorder

Student Nesds Mgmt = Advanced Search

Search

AAnTA IR B T T 0 B P At L adih )l

Eh:}wlan records/page {17,538 total records) Go F'agel1 of 585. Go| | = || =!

Show All

Student ID Name

164438 Trembly, Don B View | Edit | Delete | Copy
123603 ABALOS, JEANNE J View | Edit | Delete | Copy
454244 ABEL, FREDERIC W View | Edit | Delete | Copy

Lmbion |

Navigation Links

View | Student information can only be seen but not edited

Edit | Student information can be changed
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Training Administrator Functionality

VieW StUdent Information (From Search Results)

_ Administrator| Home || Help || Luguut|

i
T Eic AR

Student Management | Reports | Tools

Students Students | Simple Search | Advanced Search | Add Mew | Help |
Learning Event Editor
Learning Event Recorder
Student Needs Mgmt

= Search = Search Results = View Summary

Student ID: 500958
Hame: Test, Test

| Commerce || AccountCode | CatalogPreview | Preferences |
| ProfProfiles || Competencies || Enrolment ||  Reguests || Online Status || Assessments |
Summary Phone Numbers Custom Fields Dev Plan Learning History Qualifications

View the Student Information

|E|:Iit|| Caopy... || Delete

Active: Yes

Hame: Test, Test

Job Position: 000081 (Administrative Support Services)
Job Location:

Domain: 0024 (NH CAMP PENDLETOM )
Organization:

Emp Type:

Emp Status:

Address:

City:

State/Province:

Postal Code:

Country:

Email Address: Test Test@tma. osd. mil

Hired:

Terminated:

Supervisor:

Resume: 97




Training Administrator Functionality

Edlt StUdent |nf0rmation (From Search Results)

Administrator | Home || Help || Logout

AR K

L L] 4
1 ‘ IICk Edlt udent Management | Reports | Tools

Students Students | Simple Search | Advanced Search | Add Mew | Help |
Learning Event Editor

2 . E nter new data Learning Event Recorder = Search » Search Results = Edit Summary

Student MNeeds Mgmt
Student ID: 500958

3. Click Apply homer e 7ot

Commerce Account Code Catalog Preview Preferences
‘ ; h a n eS Prof Profiles Competencies Enroliment Requests Online Status Azzezzmentz
g Phone Numbers Cugtom Fields Dev Plan Learning Higtory Qualifications

* = Required Fiskds
Firzt Mame, Last Name and Student Email are required for VLS support.

- | Apply Changes Reset Reset Student Fin Copy... Delete
¥ Active

Last: [Test |+ First: [Mary MI:
Job Position: (4] W
Job Location: 4] I—
* Domain: ] IUUZ-'-i—
Crganization: (4] I—
Emp Type: (4] I—
Emp Status: A I—

Address: I

City: |

State/Province: I
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Training Administrator Functionality

Account Maintenance

Training Administrators must perform basic account
maintenance for students within their domain

— All account maintenance starts with a search

Account maintenance tasks include:
— Locating student identification numbers
— Unlocking accounts
— Resetting passwords
— Activating/Inactivating student accounts

— Designating “deployed,” Privacy Officer, Security Officer, or
Training Administrator status

— Granting course/examination credit

— Creating new students (if unable to self register)
Additional tasks include

— Running reports
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Training Administrator Functionality

Unlocking Accounts (10f3

* Accounts become locked for students after 3 unsuccessful
attempts at logging in
— Most likely, the student forgot his/her password and may require
the password to also be reset

— Students should contact you, the Training Administrator, rather
than the HIPAA Support Center, to have their account reset
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Training Administrator Functionality

Unlocking Accounts (20f3

1. Search for the student
2. When you find the correct student, click Edit

H_‘-;-T& ﬁ.dministrﬂtl:rr| Home || Help || Lngnut|
-------
Student Management | Reports | Tools

Students Students | Simple Search | Advanced Search | Add Mew | Help |

Learning Ewvent Editor
Learning Event Recorder
Student MNeeds Mgmt

= Search

Search Results
View Student Results

Student ID Hame
271234 Luhring, Tiffany View | Edit | Delete | Copy

i
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Training Administrator Functionality

Unlocking Accounts (s of3

3. Unlock the account by removing the check mark
4. Click Apply Changes

Password Properties

Apply Changes

1

Reset

Hew Password:

Verify Password:

Reset Student Pin Copy

Apply Changes

Delete

Reset
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Training Administrator Functionality

Resetting Passwords (1.3

Many students will not remember their passwords

Training Administrators are responsible for resetting
passwords

— The HIPAA Support Center will not reset student passwords

You must establish a communication flow to students within your
MTF for resetting student passwords

When a student logs in after their password has been reset, they
will be prompted to change their password immediately
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Training Administrator Functionality

Resetting Passwords (2.3

1. Search for the Student
2. When you find the correct student, click Edit

1111111

students

Learning Ewvent Editor
Learning Event Recorder
Student MNeeds Mgmt

Student Management | Reports | Tools

Students

ﬁ.dministrﬂtl:rr| Home || Help || Lngnut|

| Simple Search | Advanced Search | Add Mew | Help |

= Search

Search Results
View Student Results

Student ID Hame
271234 Luhring, Tiffany

View | Edit | Delete | Copy

i
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Training Administrator Functionality

Resetting Passwords of3)

w |

Scroll down to the Password Properties section of the Student
Summary screen

4. Enter a password in the New Password and Verify Password
fields

5. Click Apply Changes

Password Properties

New Password: TIl111111

Verify Password: TTITITIILIT

- Apply Changes Rezet
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Training Administrator Functionality

Locating Student IDs (1f3)

Student IDs are required for access to the LMS

Student IDs are unique, computer generated numbers

Many will not remember their Student IDs

Training Administrators are responsible for locating Student IDs
Training Administrators must ensure that students do not

re-reqgister
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Training Administrator Functionality

Locating Student IDs (20f3

- -
1. Search for the student
2. Click Edit to verify the student
:-;,.__““?i& Administrator| Home || Help || Logout |
T EIC A BB
Student Management | Reports | Tools
Students Students | Simple Search | Advanced Search | Add Mew | Help |
Learning Event Editor
Learning Event Recorder
Student Needs Mgmt ol
Search Results
View Student Results
Student ID Hame
571234 Luhring, Tiffany Wiew | Edit | Delste | Copy
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Training Administrator Functionality

Locating Student IDs (3 of 3)

= .
3. Locate the Student ID on the top of the Student Summary screen
i.f—:c":?g{‘ Administrator | Home || Help Logout

Student Management | Reports | Tools

Students Students | Simple Search | Advanced Search | Add New | Help |
Learning Event Editor
Learning Event Recorder
Student Needs Mgmt

= Search = Search Results = Edit Summary

Student ID: 571234 F
Hame: Luhring, Tiffany

Commerce Account Code Catalog Preview Preferences
Prof Profiles Competencies Enroliment Requests Online Status Aszzezzments
Phone Numbers Custom Fields Dev Plan Learning Hiztory Qualifications

“ = Required Fields
First Mame, Last Name and Student Email are required for VLS support.

Apply Changes Reszet Reset Student Fin Copy... Delete

V¥ active

“ Last: |Luhring First; |Tiffany MI:

Job Position: 4] W
Job Location: 4] I—
- Domain: 4] I'I'EID1—
Organization: A I—
Emp Type: A I—
Emp Status: A I—

Address: I

City: |

State/Province: I 1 O 8




Training Administrator Functionality

Inactivating Student Accounts (1012

You must inactivate students who are no longer at your facility
— Do NOT delete the students

This allows them to be activated upon arrival at the new facility
or re-entry into the service

— The Training Administrator at the receiving facility is responsible
for activating the student and changing their domain and email
address

If students are not inactivated, they will continue to appear on
your reports

— This could negatively impact completion statistics
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Training Administrator Functionality

Inactivating Student Accounts 202

1. Click Edit from the Search Results screen
2. Remove the check in the “Active” checkbox

3. Click Apply Changes

Student Management | Reports | Tools

Students Students
Learning Event Editor

Administrator | Home || Help || Logout

| Simple Search | Advanced Search | Add New | Help |

Learning Event Recorder
Student Needs Mgmt

Student ID: 571234
Hame: Luhring

Commerce
Prof Profies

* = Required Fields

[T active

Job Position:
Job Location:
- Domain:
Organization:
Emp Type:
Emp Status:
Address:

City:

State/Province:

= Search = Search Results = Edit Summary

First Name, Last Name and Student Email are required for VLS support.

- Apply Changes Reset Reszet Student Pin Copy-.. Delete

“Last: ILuhring ‘ First: ITiffﬂ“Y Mi:

, Tiffany

Account Code Catalog Preview Preferences
Competencies Enrollment Requests Online Status Azsezsments
Phone Numbers Custom Fields Dev Plan Learning History Qualifications

O foooosr

o

Ofoor

o

o

o
|

—
—
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Training Administrator Functionality

Creating New Students (1014

 The LMS is a self-registration tool
— Students should use the self-registration process

« Training Administrators should add new students under very
limited circumstances, for example

— if student does not have access to a computer
— if student does not speak English

— if course is taught in a classroom environment

« The Training Administrator is responsible for assigning the
password and Student ID
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Training Administrator Functionality

Creating New Students (2014

1. Click Add New from the Student Management screen

Students

Learning Event Editor
Learning Event Recorder
Student Needs Mgmt

Administrator | Home || Help || Logout

Student Management | Reports | Tools

Students Simple Search | Advanced Search | Add Mew | Help

= Search I

Results

Enter the ID or Description, select the type of =earch from the drop-down menu, and click "Search” to browse results.
Enter an exact ID and select "Exact” from the drop-down menu to go directly to a record. The search iz case sensitive
by default. ¥'ou can choose case inzensitive =earch which applies to criteria typed in. Be aware of caze inzensitive
zearch could take long time.

Case sensitive search: " vez % no

Student ID: | |Exact x|

Last Name: I I Exact ;l

First Hame: I I Exact ;I

Middle Initial: | |Exact =]

Student Status: @ active © Notactive © Both

Domains: Select from list or By ||]| Exact j

Search || Reset
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Training Administrator Functionality

Creating New Students (;of4

N

S -

Check “Auto
Generate”

Enter Name

Select Job Position
Enter Domain

Enter email address
Click Add

nagement

Students
Learn
Learn

ing Event Editor
ing Event Recorder

Student Needs Mgmt

| Reports | Tools

Students

Administrator | Home || Help || Logout

| Simple Search | Advanced Search | Add Mew | Help |

= Add New

* = Required Fiekds
First Name, Last Name and Student Email ars

required for VLS support.

- Student ID: |

Active: W

(] e

- Last: [Doe “First: |Jane

- Job Position: € W
Job Location: €) I—

- - Domain: (4] |0024—
Organization: € I—
Emp Type: (4] I—
Emp Status: € I—

-FAtG I
MI:

Address: I

City: |
State/Province: I

Postal Code: I
Country: I VI

- Email Address: Ijane.due@test. i
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Training Administrator Functionality

Creating New Students (o124

Note: You do not have to create a password for new students

8. Scroll to the bottom of the page

9. Enter a password in the New Password and Verify Password

fields

10. Click Apply Changes

HNew Password:

Verify Password:

Password Properties

Apply Changes

Fe=zet
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Training Administrator Functionality

New Custom Fields

* 4 new custom fields are available in each student record
— Deployed
— Training Administrator
— Privacy Officer

— Security Officer

* Only Training Administrators have access to these fields
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Training Administrator Functionality

New Custom Fields: Deployed

« Deployed students are not included in the training completion
statistics

« The number of deployed students appears in the custom
reports

« This field was added in response to user input

« Training Administrators are responsible for accurately
maintaining student records
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Training Administrator Functionality

New Custom Fields: Training Admins,
_Privacy and Security Officers

« These fields will aid in compliance reporting

— The new fields are available as search criteria in the advanced
search

— When combined with the Domain in a search, the results will be all
individuals assigned as those roles pertinent to that organization

117



Training Administrator Functionality

Designating a Student as Deployed (1 of3)

1. Locate the student by searching on known criteria
2. Click Edit

5:?{% Administrator | Home || Help || Logout |
-------
Student Management | Reports | Tools

Students Students | Simple Search | Advanoced Search | Add New | Help |

Learning Event Editor
Learning Event Recorder

Student Needs Mgmt = Search
Search Rezults
View Student Results
Student ID Hame
371234 Luhring, Tiffany Wiew | Edit | Delete | Copy
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Training Administrator Functionality

Designating a Student as Deployed (2of3)
3. Click on the Custom Fields tab

.;—‘?_gz Administrator | Home || Help || Logout

C AR

Student Management | Reports | Tools

‘(v

Students Students | Simple Search | Advanoed Search | Add New | Help |
Learning Event Editor
Learning Event Recorder
Student Needs Mgmt

= Search = Search Results = Edit Summary

Student 1D: 571234
Hame: Luhring, Tiffany

Commerce Account Code Catalog Preview Preferences
Prof Profiles Competencies Enroliment Requests Online Status Assessments
Phone Numbers Custom Fieldz Dev Plan Learning History Qualifications

* = Required Fislds
First Name, Last Mame and Student Email ars required for VLS suppaort.

Apply Changes Re=zet Reset Student Pin Copy... Delete

W active

‘Last: [Luhring | First: [Tiffany (I
Job Position: 0 W
Job Location: (4] I—
* Domain: 4] ITDI]‘I—
Organization: (4] I—
Emp Type: €) I—
Emp Status: €) I—

Address: I

City: |
State/Province: I 1 ]. 9




Training Administrator Functionality

Designating a Student as Deployed @ of3)

4. Enter Yes in Value column for Deployed

5. Click Apply Changes

E‘r:';):&-? Administrator | Home || Help || Logout

T AR

Student Management | Reports | Tools

Students Students | Simple Search | Advanced Search | Add New | Help |
Learning Event Editor

Learning Event Recorder
Student Needs Mgmt

= Search = Search Results = Edit Custom Fields

Student ID: 571234

Name: Luhring, Tiffany
Commerce Account Code Catalog Preview Preferences
Prof Profiles Competencies Enroliment Requests Online Status Aszezzmentz
Summary Phone Humbers Dev Plan Learning Hiztory Qualifications
- | Apply Changes Rezet
Columns# Label Value

1 Deployed (A I\,’e_:_:_—
2 Training Administrator &) I—
3 Privacy Officer ) I—
4 Security Officer e I—

Apply Changes Reszet 120




Training Administrator

Functionality

Removing Deployed Status

1. Delete “Yes” from the Value column for Deployed

2. Click Apply Changes

e
o
i
T REC AR

Student Management | Reports | Tools

Students

Learning Event Editor
Learning Event Recorder
Student Needz Mgmt

Students

Administrator | Home || Help || Logout

| Simple Search | Advanced Search | Add Mew | Help |

= Search = Search Results = Edit Custom Fields

Student 1D 571234

Hame: Luhring, Tiffany
Commerce Account Code Catalog Preview
Prof Profiles Competencies Enroliment

Summary Phone Numbers

Columns# Label

1 Deployed

2 Training Administrator

3 Privacy Qfficer

4 Security Officer

Preferences
Requests

Dev Flan

Azsessments
Qualifications

Online Status
Learning History

Reset

Apply Changes Reset

Note: “NQO” is Not an option. The only option is “Yes” or blank.

Blank implies “NO.”
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Training Administrator Functionality

Searching for Deployed Students
Log in
Click Student Management

\_f:& Administrator | Home || Help || Logout

1 Student Management | Reports | Tools
Click Advanced Search == —

Learning Event Editor .
. Learning Event Recorder Last Name: I IExad ;I
Enter your Domain St e | T
Middle Initial: [ [Exact x|

a K~ W D=y

Enter Yes in the Student Status: (S G (o)
I’ y -Domains: Select fromlist  or gy p [0024 | Exact =]
Deployed:” field

Components Select from list  or lﬁ
_———= Type:
Completed: by Type: =

. I: | |Exact x|
6 . CI ICk Sea rCh Components Need Select from list  or by Type: Iﬁ

I: | |Exact =|

Job Positions: Select fromlist o ByID| | Exact |

Qualifications: Select from it or By D | [Exact =]

NOte: Training Administrator: Select from st or  ByiD| [Exact x|
This does not create a report. privacy Officer Sekcitomist or By BT
Search results can be printed B o< seectonisi o gyi[ves [Eect ]
using the print function of your Security Officer Scectfomist or ym] Bt =

browser. ‘ e
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Training Administrator Functionality

Other Custom Fields

These additional custom fields function the same as the

“deployed” custom field

Column##

Label
Deployed

Training Administrator
Privacy Officer

security Officer

CA A JICA TR

Value

Apply Changes

Fe=zet
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Training Administrator Functionality

Multiple Custom Fields

« Selecting multiple fields for the search criteria results in an
“and” functionality, not an “or”

— Example:

» Selecting “Training Administrator” and “Deployed” results in only
those individuals who fulfill both criteria being returned in the search
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Training Administrator Functionality

Granting Course Credit

* As a Training Administrator, you can grant course credit in the
following instances:

— Training was given in a group/classroom setting

— A student was deleted from the system but still has his/her printed
certificates

— A duplicate record exists and you are combining the multiple
student records

* Note: There is no merge capability in the LMS
 Print certificates upon completion of a course
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Training Administrator Functionality

Granting Course Credit: Learning
Event Recorder (.10

The Learning Event Recorder is a wizard that will step
you through the process of granting credit for completed

courses

Click Learning Event Recorder

-\.._F-'_
g™

r—
T EICARTIE

Student Management | Reports | Tools

Studentz

Learning Event Editor
Learning Event Recorder
Student Need= Mgt

Learning Event Recorder

Administrator | Home || Help || Logout

[ Help |

= Step 1

g Component ® Mon-Component " Schedule Instance

Mext
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Training Administrator Functionality

Granting Course Credit: Learning
Event Recorder (2of 10

— Component is selected by default for Event Type
2. Click Next

Learning Event Recorder | Help |

= Step 1

¥ Component . Mon-Componer (™ Schedule Instance

ANN

Always use
“Component”
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Training Administrator Functionality

Granting Course Credit: Learning
__Event Recorder 3o 19

3. Select Component Type
4. Enter Component ID (must be all capital letters)

Learning Event Recorder | Help |

= Step 1 = Step 2

Previaous Mext
* = Reqguired Fields

‘ * Component Type: ¢) ICJNLINE ll
‘ * Component 10: IF‘HIH-“.E-.CH“I 01
Revision Date:
Title:
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Training Administrator Functionality

Granting Course Credit: Learning
Event Recorder (of 10

5. Complete required fields

6. Click Next

Learning Event Recorder

| Help |

= Step 1 = Step 2 = Step 3

* = Required Fields

Component:
Title:

Instructor:

Default Grade:

* Default Completion
Status:

* Completion Date:
(#1200

* Completion Time:
(10:20:23 A

* Time Zone:

Default Price (USD):
(1000,001 013

Total Hours:
(1000,001.01)

Credit Hours:
(000,001,013
Contact Hours:
(1000,001.01)

CPE:

(1000,001.01)

Previous

OMLIME PRIVACY101 (Rev 1/16/2003 01:23:24 PM Eastern Standard Time)
Privacy Awareness

Q]

—

| COMPLETE (Completed Online Course) - For Credit =]

o [T —
S
—
—
—
—
—

Mext
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Training Administrator Functionality

Granting Course Credit: Learning
__Event Recorder (s or 10

7. Enter Student ID
8. Click Add

Learning Event Recorder | Help |

=5tep1 = Step 2 = Step 3 = Step 4

Prewvious Mext

* = Requried Fields

Add Students

Enter "=tudent I0° ar add one or more from list.

-' * Student ID: B5355 - Add

Edit Selected Students

There are no students in the list. Please add student before proceeding.
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Training Administrator Functionality

Granting Course Credit: Learning
Event Recorder @ of 10

9. Student is added to the list

10. Click Next

Learning Event Recorder

[ Help |

= Step 1 = Step 2 = Step 3 = Step 4

* = Requried Fields

Add Students

Erter 'Student ID' or add one or more from list.

* Student I0: I

Edit Selected Students

Student 1D Hame

EE555 Colantuoni, &manda, J

Previous || Mext -

fdd

Apply Changes

Selectf Deselect all on page

Remove

-

Select/ Deselect all on page

Apply Changes
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Training Administrator Functionality

Granting Course Credit: Learning

__Event Recorder (7o 19
11. Click Next

Learning Event Recorder | Help |

= Btep 1 = Step 2 = Step 3 = Step 4 = Step &

Previous || Mext h

student Comments  Grade Status
68355 (Calantuoni, | |COMPLETE (Completed Online Course) - For Credit v
Amands, J)
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Training Administrator Functionality

Granting Course Credit: Learning
__Event Recorder (s or 19
12. Click Next

Learning Event Recorder | Help |

=5tep1=5tep 2 = Step 3 = Step 4 = Step 5= Step b

Previous || MNext -

For each student you may either enter the Price and Cost and Profit Centers ar wou may enter an order ticket.

Student Eg;;gg?gﬂ | E:il.?;n::eu::les i::ﬂut:gt:dres Order Ticket
B5355 (Colantuoni, Amanda, J) I ﬂ
-
Exlit
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Training Administrator Functionality

Granting Course Credit: Learning
__Event Recorder (9o 19

13. Click Finish

Learning Event Recorder | Help |

= Step 1 = Step 2 = Step 3 = Step 4 = Step 5 = Step 6= Step 7

Prewvious Finish -

Component: CMLIME PRIVACY10M (Rev 1/116/2003 01:28:23 PM Eastern Standard Time)

Component Title: Privacy Awareness

Instructor:

Completion Date: 702004 06:49:39 PM Eastern Standard Time Total Hours: Default Tuition:
Contact Hours: CPE: Credit Hours:
Auto

Competency: -

Student Status Grade  (in Conters  Conters  Ticket
65355 [(Colantuani, COMPLETE (Completed Online

Amanda, J) Courze)

Comments:
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Training Administrator Functionality

Granting Course Credit: Learning

Event Recorder (10 of 10)

. View Status

Status:

* The |learning evenrt has been successfully recorded,

Generate Completion Certificates

Learning event that provide credits have been successfully recorded far the followwing studentiz].

Student

D Hame

BE355 Colantuoni, Amanda, J

Start Qwer

Print || Email
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Training Administrator Functionality

Granting Course Credit: Dev Plan (10124

This gives credit for the course ONLY, not the exam

1. Search for the Student

2. Click Edit from the Search Results screen

3. Access Student’s Development Plan

e Administrator | Home || Help || Logout

Job Position:  €) W
Job Location:  €) I—
Domain: € [pooos
Organization: €) I—
Company: (4] I—
EmpType: @ [
Empstatus: € [

Students Students | Simple Search | Advanced Search | Add Hew | Help ¢F13]
Learning Evwert Editor
izl (e (REEadley = Search » Search Results = Edit Summary
Commpetency
A rit Eclit:
sssssss Student ID: 384313
Competency
Azzessmel rit Fecarder Hame: Jane Doe
Studernt Meeds Momt
Billing Info
Prof Profiles Competencies Enrollmert Requests Online Status Shipging Info
Fhone Mumbers Custom Fields Dev Plan Learning Histary Qualifications
Apply Changes Reset tset Student Pin Copy || Delete
W act
Last: IDoe Firet: IJane MI: I
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Training Administrator Functionality

Granting Course Credit: Dev Plan (2014

4. Click the Object Details link for the course for which you will

grant credit

Studerts

Learning Evert Editor
Learning Event Recorder
Competency
Azzessment Editar
Competency
Azzessment Recorder
Studert Meeds Mot

iagernent | Reports | T

Students

tern Admin

Administrator | Home || Help || Logout

| Simple Search | Advanced Search | Add Mew | Help (F17]|

= Search = Search Results = Edit Development Plan

Student 1D: 334313

Hame: Dioe, Jane
Billing Info
Praf Profiles Competencies Entrollment Requests
SLITITEE Phone Mumbers Custom Fields

Update the Development Plan for the Student

View: T &l % Needs Requirements

Show Duplicates: Yes

Component

ONLINE IPR 203 PYDR
(Rev 1/22/2003 08:36:49
PM)

ORLINE HPP 202 PYDR
(Rewv 172172003 05:04:13
2]

CMLIME PHI 201 PYDR
(Rewv 172172003 05:09:25
P}

CMLIME PRIVACY101
(Rey 111672003 01,2824

Title Ll

User
Inclivicual Patient Admin
Right=

Motice of Admin
Privacy
Practices

Praotected Heath Admin
Information

Privacy Admin
Auareness

Learning Information

Reqd. Date: I

Days Remn:
Req Type: OPTIOMNAL

Reqd. Date: I

Days Remn:
Req Type: REQ

Reqd. Date: I

Days Rem:
Req Type: REQ

Reqd. Date: I

onling Status
Learning History Cualifications

Shipping Info

Sort By: | Component hd

Apply Changes Reset

Select /Deselect all on page
Remove

E Qual ID: 255
Compl Date:

Assigned: 4/7/2004
Object Details _
I Qual ID: 455

Compl Date:
Aszsigned: 4/7/2004
Object Cretails
7 Qual ID: ASS
Compl Date:
Assigned: 4/7/2004
Object Drztailz
E Qual ID: ASS
Compl Date:
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Training Administrator Functionality

Granting Course Credit: Dev Plan of

5. Click on the name of the course

Administrator | Home || Help || Logout

Student Management | Reports | Too tern Admin
Students Students | Simple Search | Advanced Search | Add Hew | Help (F17|
Learning Event Editar
Learning Event Recorder = Search = Search Results = Edit Online Status » Object Details
Competency
Azzessment Editar Student ID: 354713
Competency
Azzessment Recorder Student Hame: Doe, Jane
Student Meeds Mot Component Type:  ORNLIME
Component 10: PR 203 VDR
Revision Date: 102252003 06:36:49 PM
Revision Humber: Return to Developrent Plan
- Heeds Has
Objects Type Completed e e
Mo Mo Yes

E Indlividus| Patient Rigtts

. . i Content Mo Mo Ves
Individual Rights 203 for Provider

138



Training Administrator Functionality

Granting Course Credit: Dev Plan @ofg

6. Check the “Finished” box
/. Check the “Complete as of” box

8. Click Apply Changes

=%

Students:

Learning Event Editor
Learning Event Recorder
Student Needs Mgmt

Students

Administrator | Home || Help || Logout

udent Management | Reports | Tools

| Simple Search | Advanoced Search | Add New | Help |

= Search= Search Results = Edit Online Status = Object Details = Edit Content Object

Student ID:
Student Name:
Component Type:
Component ID:
Revision Date:
Revision Number:
Object Type:
Object Title:

Has Access:
Finished:
Needs Review:

Complete:

Initial Access:
Last Access:
Total Times:
Total Time:
Score (%)

384313

Doe, Jane

QONLINE

IPR 203 PVDR

1222003 06:36:4% PM Eastern Standard Time

Content

Individual Rights 203 for Provider Return to Component Objects

- Apply Changes Reset

U

¥ as of Date: |(Current Date)

Apply Changes Reset
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Training Administrator Functionality

Custom Reports

* A custom report can be run to determine completion
percentages per qualification

— Remember: Qualifications are comprised of components

« Components in a qualification (i.e., nursing) are determined by
courses assigned to that job position

« Components in the Privacy Refresher and Security
qualifications include the course and the exam

« Exams will be added to all courses in the future
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Training Administrator Functionality

Custom Reports: New Formats

* There is only one custom report

— The format has been slightly changed
« New functionality includes:
— An indication of deployed status
— Amount of time students are delinquent in completing their training
— Summary numbers of delinquent students

— ldentification of delinquent students by name

« Students who are designated as “deployed” will not affect your
training completion statistics

— “Deployed” students will appear on the report, however will not be
included in the completion percentage
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Training Administrator Functionality

Custom Reports (1 of 11)

1.
2.
3.

Click Reports to access the reporting function
Click Custom Reports
Leave fields blank and click Search

Custom Reports | Simple Search | Advanced Search | Add Mew | Help |

= Search

Reszults

Enter the ID ar Description, select the type of zearch from the drop-dowen menu, and click "Search" to browse results,
Enter an exact ID and select "Exact" from the drop-dowen menu to go directly 1o a record. The search iz caze sensitive
by default. %ou can chooze caze inzensitive search which applies to criteria typed in. Be aware of caze inzensitive
zearch could take long time.

Case sensitive search: % vaz O o

Report Hame: I | Exact ;l
Description: I |Starts Wwith = |
Custom Report Status: @& active O Mot Active © Both

‘ Zearch || Reset
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Training Administrator Functionality

Custom Reports o 11)

-
4. Click Run
Custom HEFI:II"IS | Simple Search | Advanced Search | Help |
= Search
search Rezults

Custom Report Search Results

Report Hame Description
PazzPercentageReport ‘ Run
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Training Administrator Functionality

Custom Reports 3of11)

5. For Domain, click Select from list

Pass Percentage for .Job Positions | Run Report | Help |
= Run Report
Run Pass Purcentage for Job Positions
ReportTitle: |F‘ass Percentage for
Report Format: s © cev O ExceL € HTML % pOF
Report Header: E I
Domain: ‘ Select from list  or E'.'I'"DI IExau:t;I
Qualification: Select from list  or Bl"'“l IExau:tj
Qualification Type: Select from list  or E!"“-"I IExactj
Include Student Details: " ves ™ No  High Level Report
Run Report || Schedule Job || Reset |
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Training Administrator Functionality

Custom Reports

(4 of 11)
-
6. Enter Domain ID
/. Click Search
Search Domains
Search || Reset
Case sensitive search: @ ves o
Domain ID: TOO1 Eract  =|
Description: Starks 'with = |
Domain Type: Select from st or By 1D | [Exact =]

‘ Search || Reset
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Training Administrator Functionality

Custom Reports 50111

8. Check “Top Level Only”
9. Click Add to Filter

Pass Percentage for Job Positions

| Run Repart | Help |

= Hun Fepont = by Domain

Create Filter Wiewny Fitter
Select Domains from List

== =earch Adgain

| fdd to Filter || Reset |

1) Description Levels
TOo TOo 1]

Selectf Deselect all on page

Include

Top Level Sub

Only Domains

v

Selectf Deselect all on page

~| Add ta Filter || Reset |
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Training Administrator Functionality

Custom Reports o 11)

10. Click Submit Filter

= REun Fepont = by Domain

Create Filter

Add 1Ds

IOz are caze =ensitive.

To manually add 1I0= to yvour fitter, enter the exact 10z (zeparate muttiple ertries with commas), and click Add. The fitter

Domain 10: |

Edit Domain Results

zystem default.

Domain ID Description
Too1 Taod

—

Add

Click Submit Filter to add the records listed to your fiter. To remove record(z) from this list, use the checkboxes to
zelect, and then click Removed Checked IDs to remove the zelected records. To include Sub Domains of the
zelected records, click the correzponding checkbox in the Include Sub Domains column. Click Reset to revert to

Submit Filter Rermove Checked IDs Reset
Remove Include
Levels Select f Deselect &1l Sub Domains
] |- Mo
Submit Filter Rermove Checked IDs Reset
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Training Administrator Functionality

Custom Reports (7or11)

You are returned to Run Pass Percentage for Job Positions page

11. Click Select from list link next to Qualification Type

Run Report | Help

Pass Percentage for Job Positions
= Run Report
ReportTitle: IF'E =z Percentage for
Report Format: C ol O csv © pxceL © HTML % POF
Report Header: E I
Domain: select from list  or By ID ITIIIIII1|
Qualification: Select from list  or H!rlﬂl
Gualification Type: - Select from list  or B!HD|
Include Student Details: " ves ™ No 7 High Level Report
Run Report

Schedule Job Reset
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Training Administrator Functionality

Custom Reports @of11)

12. Enter Qualification Type ID
13. Click Search

Create Filter Wieny Filter

Create Qualification Types Filter For Pass Percentage for Job Positions

Add IDs jseparate multiple 1Ds using a comma)

Qualification Types ID: I

Search Qualification Types

Case sensitive search: f* vez O g
Qualification Type ID: ‘ |pr:
Description: I

| Starts with = |

Acdd 1Dz manually or creste the fiter using the search belowe. The zearch iz case sensitive by default. You can choosze
case insenstive search which applies to criteria typed in. Be avware of case insenstive search could take long time.

Search || Reset |

- | Search || F:eset|
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Training Administrator Functionality

Custom Reports o 11)

14. Select the Qualification Type
15. Click Submit Selection

Pass Percentage for Job Positions

| Run Report | Help |

= Bun Report = by Qualification Type

Create Filter “Yieww Fitter

Select Qualification Types from list

== Search Again

[1] Description
PR PRI"ACY REFRESHER

Submit Selection || Reset |

Selectf Deselect all on page
Select

- ~

Select! Deselect all on page

Subrmit Selection || Reset |

-
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Training Administrator Functionality

Custom Reports (100f11)

16. Click Submit Filter

(1] Description
PR PRIYACY REFRESHER

—

Submit Filter

Submit Filter

FRermove Checked IDs Reset

Select s Deselect all on page

Remove

-

Select s Deselect all on page

FRermove Checked IDs Reset
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Training Administrator Functionality

Custom Reports (11011

=

17. Click Run Report
Pass PETentage for Job Positions | Run Report | Help |
= Run Report

Run Pass Percentage for Job Positions

ReporiTitle: IF'ES-E Percentage for

Report Format: ' xmL © csv O EXCeL € HTML © pOF

Report Header: EI

Domain: Select from list |1 Selected v or By ID
Qualification: Select from list or B!I"DI IE:-:au:t;I
Qualification Type: Select from list |1 Selected v or By ID
Include Student Details: " ves ™ No T High Level Report

- | Run Report || Schedule Job || Reset |
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Training Administrator Functionality

Include Student Details: No

Note “Delinquent” numbers

+ o+

+ o+ o+ o+ o+ o+ o+

T %

Student Management | Scheduling | Learning | Commerce | Resources | References | Reports | Tools | System Admin

[

Competency Reports
Component &
Qualification Reports
Custom Reports
External Reportz
Document Reports
Enroliment Reporis
Exam/Survey Reports
Reference Reports
Rezource Reportz
Scheduling Reports
Student Reports
Background Report Jobs

Administrator [ Home || Help || Logout |

Pass Percentage for Job Positions

No. of Students: 61
No. of Students Complete: 6

No. of Students Incomplete: 55
Percentage of Students Complete: 9.83%
Students 31-60 Days Delinquent: 3
Students 61-90 Days Delinquent: o
Students 90+ Days Delinquent: 52

Domain Summary

No. of
Students No. of No. of Percentage
Per Students  Students  of Students 31-60 Days 61-90 Days 90+ Days
Domain ID Domain Domain Complete Incomplete Complete Delinquent Delinquent Delinguent
TOM TOM 61 6 55 9.83% 3 o 52
Report Details
No. of No. of No. of Percentage of
Job Students Per Students Students Students
Domain ID Domain Description Job Position Complete Incomplete Complete
TOM TOOM Administrative & 0 5 0%

Support Services
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Training Administrator Functionality

Include Student Details: Yes

ﬁ?{% Administrator| Home || Help || Logout

Student Management | Scheduling | Learning | Commerce | Resources | References | Reports | Tools | System Admin

+ Competency Reports
+ Component &

Qualfication Reports Pass Percentage for Job Positions
Custom Reports

External Reports

+ Document Reports
+ Enrolment Reports Summary
+ Exam/Survey Reports No. of Students: 61
-
s No. of Students Complete: 6
+ Resource Reports
+ Scheduling Reports No. of Students Incomplete: 55
T ELEENREE Percentage of Students Complete: 9.83%

Background Report Jobs

Domain Summary

Percentage of
MNo. of Students No. of Students No. of Students Students
Domain ID Domain Per Domain Complete Incomplete Complete

TOO1 TOO01 61 6 &5 9.83%

Report Details

Completion
Percent
Student Per Job Days Non
Name Student ID Student Description  Qual ID Domain Domain ID Deployed Compliant
Cisneros, fest 80.00 Volunteers MNursing TOO1 TOO 525
Karla
Amanda, 391686 20.00 Administrative ASS TOO1 TOO1 X 461
Test Support
Services
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Training Administrator Functionality

High Level Report

* Note “Deployed” and “Delinquent” numbers

Pass Percentage for Job Positions

summary
TOTAL No. of Studenis: 6499 :

No. of Students: 6496 No. of Students Deployed: 3
No. of Students Complete: 6401 :

No. of Students Incomplete: 95

Percentage of Students 98.53%

Complete:

Students 31-60 Days 18 Deployed Students 31-60 0
Delinquent: Days Delinquent:

Students 61-90 Days 5 Deployed Students 61-90 0
Delinquent: Days Delinquent:

Students 90+ Days 26 Deployed Students 90+ Days 0
Delinquent: Delinquent:
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Training Administrator Functionality

Summary

 You should now be able to describe how to :

— Perform the functions of a Training Administrator
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LMS
Assistance

 HIPAA Support Center
— Hours of operation: Monday — Friday, 8AM — 5PM EST

— Contact via email: hipaasupport@tma.osd.mil

* New Users

— Template information must be submitted

 Future Enhancements
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LMS
Maintenance

« Scheduled maintenance
— 48 hour notice

— Maintenance is communicated to the Training Administrators
via the Service Representatives

« Splash Screen

— Student log in
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LMS
Summary

* You should now be able to:
— Describe the purpose of the LMS
— Assist students with registration
— Assist students with accessing courses
— Describe the purpose of course examinations

— Describe the LMS functionality that is used by a Training
Administrator

— Perform Training Administration tasks
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LMS
Resources

DoD 6025.18-R, “DoD Health Information Privacy Regulation”,
January 2003

DoD 8580.X-R, DoD Health Information Security Regulation
(Draft)

www.tricare.osd.mil/tmaprivacy/HIPAA.cfm
privacymail@tma.osd.mil for subject matter questions
hipaasupport@tma.osd.mil for tool related questions

http://www.tricare.osd.mil/tmaprivacy/Mailing-List.cfm to
subscribe to the TMA Privacy Office E-New

Service HIPAA Privacy representatives
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